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QUESTION 1

You need to create a high performance shared file system, and have been advised to use file storage service (FSS).
You have logged into the Oracle Cloud Infrastructure console, created a file system, and followed the steps to mount
the 

shared file system on your Linux instance. However, you are still unable to access the shared file system from your
Linux instance. 

What is the likely reason for this? 

A. There are no security list rules for mount target traffic 

B. There is no internet gateway (IGW) set up for mount target traffic 

C. There is no Identity and Access Management (IAM) policies set up to allow you to access the mount target 

D. There is no route in your virtual cloud network\\'s (VCN) route table for mount target traffic 

Correct Answer: A 

Virtual firewall rules for your VCN. Your VCN comes with a default security list, and you can add more. These security
lists provide ingress and egress rules that specify the types of traffic allowed in and out of the instances. You can
choose whether a given rule is stateful or stateless. Security list rules must be set up so that clients can connect to file
system mount targets. For more information about how security lists work in Oracle Cloud Infrastructure, see Security
Lists in the Networking documentation. For information about setting up specific security list rules required for mount
target traffic, see Configuring VCN Security List Rules for File Storage. About Security explains how security lists
interact with other types of security in your file system. 

https://docs.cloud.oracle.com/iaas/Content/File/Concepts/filestorageoverview.htm 

 

QUESTION 2

What is the maximum number of security lists that can be associated with a subnet? 

A. four 

B. three 

C. five 

D. two 

Correct Answer: C 

you may optionally specify one or more security lists for the subnet to use (up to five). If you don\\'t specify any, the
subnet uses the cloud network\\'s default security list. You can change which security list the subnet uses at any time.
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm 

 

QUESTION 3
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You have created a new compartment called Production to host some production apps. You have also created users in
your tenancy and added them to a Group called "production group". Your users are still unable to access the Production
compartment. How can you resolve this situation? 

A. Every compartment you create comes with a predefined set of policies, so no further action is needed 

B. B. Your users get automatic access to all compartments, so no further action is needed 

C. C. Write an IAM Policy for each specific user granting them access to the production compartment 

D. D. Write an IAM Policy for "production_group" granting it access to the production compartment 

Correct Answer: D 

When creating a compartment, you must provide a name for it (maximum 100 characters, including letters, numbers,
periods, hyphens, and underscores) that is unique within its parent compartment. You must also provide a description,
which is a non-unique, changeable description for the compartment, from 1 through 400 characters. 

After creating a compartment, you need to write at least one policy for it, otherwise no one can access it (except
administrators or users who have permissions set at the tenancy level). When creating a compartment inside another
compartment, the compartment inherits access permissions from compartments higher up its hierarchy. 

When you create an access policy, you need to specify which compartment to attach it to. This controls who can later
modify or delete the policy. Depending on how you\\'ve designed your compartment hierarchy, you might attach it to the
tenancy, a parent, or to the specific compartment itself. 

 

QUESTION 4

How can you provide users access to an existing compartment? 

A. by granting users access to a compartment when the compartment is created 

B. by adding users to a group and defining a policy to provide the group access to the compartment 

C. by adding users to a compartment. All users in the compartment will have access to the objects in the compartment. 

D. by granting access directly to the user when the user is created 

Correct Answer: B 

A policy is a document that specifies who can access which Oracle Cloud Infrastructure resources that your company
has, and how. A policy simply allows a group to work in certain ways with specific types of resources in a particular 

compartment 

In general, here\\'s the process an IAM administrator in your organization needs to follow: 

Define users, groups, and one or more compartments to hold the cloud resources for your organization. 

Create one or more policies, each written in the policy language. 

Place users into the appropriate groups depending on the compartments and resources they need to work with. 

Provide the users with the one-time passwords that they need in order to access the Console and work with the
compartments. For more information, 
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QUESTION 5

Where is the tenancy Oracle Cloud Identifier (OCID) located? 

A. given by support on account creation 

B. at the bottom of every console page 

C. on the Identity ?Users page 

D. contained within the compartment OCID 

Correct Answer: D 

Identity > Compartments >(The root Compartment of the tenancy) 
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