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QUESTION 1

Identify the two security features incorporated in the Oracle Solaris 11 Cryptographic Framework. 

A. Layer 5 IP address encryptions 

B. Internet protocol security 

C. Diffie-Kerberos coaxial key encryption 

D. Signed cryptographic plugins (providers) 

E. Kernel support for signed antivirus plugins 

Correct Answer: DE 

Explanation: The framework enables providers of cryptographic services to have their services used by many
consumers in the Oracle Solaris operating system. Another name for providers is plugins. The framework allows three
types of plugins: 

* 

User-level plugins - Shared objects that provide services by using PKCS #11 libraries, such as pkcs11_softtoken.so.1. 

* 

Kernel-level plugins - Kernel modules that provide implementations of cryptographic algorithms in software, such as
AES. 

Many of the algorithms in the framework are optimized for x86 with the SSE2 instruction set and for SPARC hardware. 

* 

Hardware plugins - Device drivers and their associated hardware accelerators. The Niagara chips, the ncp and n2cp
device drivers, are one example. A hardware accelerator offloads expensive cryptographic functions from the operating
system. The Sun Crypto Accelerator 6000 board is one example. 

Reference: Oracle Solaris Cryptographic Framework 

http://docs.oracle.com/cd/E19963-01/html/821-1456/scf-10.html 

 

QUESTION 2

You are setting up a local IPS package repository on your Oracle Solaris 11 server; solans example.com 

You want to point the existing local IPS publisher to the new local IPS repository located in /repo. These 

are the steps that you have followed: 

1 Download and rsync the contents of the Oracle Solaris 11 repository ISO image to the /repo directory. 

2. Configure the repository server service properties. The svcprop command displays the IPS-related properties:
pkg/inst_root astnng /repo pkg/readonly boolean true The Is command displays the contents of the /repo directory: #ls
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/repo 

pkg5 repository publisher 

The svcs command shows the svc:/application/pkg/server:default service is online. 

The pkg publisher command still displays: 

PUBLISHERTYPESTATUSURI solarisoriQinonlinehttp://DkQ.Qracle.conVsolaris/release/ 

Which step needs to be performed to set the local IPS publisher to the local IPS repository /repo? 

A. issue the pkgrepo refresh -s command to refresh the repository. 

B. Restart the svc:/application/pkg/server:default service. 

C. issue the pkg set-publisher command to set the new repository location. 

D. issue the pkgrepo rebuild command to rebuild the repository. 

E. issue the pkgrepo set command to set the new repository location-

Correct Answer: E 

 

QUESTION 3

You are troubleshooting the failure of an Automated Installation (Al). Identify two activities that may lead to the solution.
(Choose two.) 

A. Examine the file /system/volatile/installjog 

B. Ensure that the dtlogin daemon is running on the Al server 

C. Check that the X 509 v3 certificate of the DHCP server is valid 

D. Run the command pka list -q htto://Dkqmvdomain com/solaris/ entire 

E. Run the dfshares command to be sure that the boot_archive is mounted on the IPS software package repository. 

Correct Answer: AB 

 

QUESTION 4

Which three statements are true for the Oracle Solans 111mage Packaging System (IPS)? (Choose three.) 

A. a local repository should be stored on a 2FS file system. 

B. Network access to an IPS repository is provided to client systems using NFS. 

C. Network access to an IPS repository is provided to client systems using NFS and HTTP. 

D. The distribution constructor can get packages from a local IPS to build an installation image. 
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E. A mirror repository contains all of the metadata and content for software packages. 

F. Clients access a mirror repository to obtain a publisher\\'s catalog and software packages. 

Correct Answer: DEF 

 

QUESTION 5

When setting up Automated Installer (AI) clients, an interactive tool can be used to generate a custom system
configuration profile. The profile will specify the time zone, data and time, user and root accounts, and name services
used for an AI client installation. This interactive tool will prompt you to enter the client information and an SC profile
(XML) will be created. 

Which interactive tool can be used to generate this question configuration? 

A. sys-unconfig 

B. installadm set-criteria 

C. sysconfig create-profile 

D. installadm create-profile 

Correct Answer: B 

Explanation: Use the installadm set-criteria command to update the client criteria associated with an AI manifest that
you already added to a service using installadm add- manifest. 

Use the installadm add-manifest command to add a custom AI manifest to an install service. 

The value of manifest is a full path and file name with .xml extension. The manifest file contains an AI manifest
(installation instructions). The manifest file can also reference or embed an SC manifest (system configuration
instructions). 
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