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QUESTION 1

Which one of the following user classification schemes best reflects what function or function performs? 

A. role-based classification 

B. rule-based classification 

C. group-based classification 

D. attribute-based classification 

E. rank-based classification 

Correct Answer: A 

Explanation: Given the potentially large number of users of a system, access privileges are generally not assigned at
the user level. Instead, users are assigned to groups (mimicking the organizational structure of a company), or roles
(defined based on job functions that users perform), or some combination of the two. Access privileges are then
assigned to groups and/or roles. The most natural case is that they are assigned to roles, since roles align more closely
with operations users naturally perform to accomplish their job. The industry term for this is Role-Based Access Control
(RBAC). RBAC is more flexible than defining access rights based on usernames or static groups and enables an
organization to be more versatile when allocating resources. With RBAC the system must determine if the subject (user
or client) is associated with a role that has been granted access to a resource. This process of user to role
ascertainment is called role mapping. 

Incorrect answers 

B: Rule-based access control is very similar to fine-grained access control, where access is controlled by rules defined
in policies. The twist is that rules might refer to each other. For instance, access may be granted to resource/function A
as long as it is not also granted to resource/function B. This form of control can be used to ensure that a group or
individual is not given privileges that create a conflict of interest or inappropriate level of authority. For instance, the
approver of expenses or purchases cannot be the same as the requestor. 

C: Role is better here. 

D: There are times when access should be based on characteristics the user has rather than the organization or roles to
which the user belongs. For instance, a customer with premium status might be granted access to exclusive offers, and
a sales representative that has achieved his target sales revenue might have access to certain perks. Such levels of
status vary over time, making it difficult to manage access based on relatively static group or role assignments. Attribute-
based access control offers a more dynamic method of evaluation. Decisions are based on attributes assigned to users,
which are free to change as business events unfold. Access policies define the attributes and values a user must have,
and access decisions are evaluated against the current values assigned to the user. Attributes can be used to support
both course-grained and fine-grained authorization. 

E: No such thing as rank-based classification 

References: 

 

QUESTION 2

ORA defines the concept of Data Grid. Which of the following is the most accurate definition of Data Grid? 
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A. A Data Grid is a cluster of databases providing scalability and high availability. 

B. A Data Grid is a system composed of multiple servers that work together to manage Information and related
operations such as computations in a distributed environment. 

C. A Data Grid is used for data mirroring and data replication. 

D. A Data Grid is a tool used to perform ETL (Extract-Transform-Load). 

Correct Answer: B 

Explanation: 

A Data Grid is a system composed of multiple servers that work together to manage information and 

related operations such as computations in a distributed environment. 

Note: An In-Memory Data Grid is a Data Grid that stores the information in memory to achieve very high 

performance, and uses redundancy by keeping copies of that information synchronized across multiple 

servers to ensure the resiliency of the system and the availability of the data in the event of server failure. 

References: 

 

QUESTION 3

Which statements are correct for service versioning within Service-Oriented Integration? 

A. Only one production version of each SOA Service should be allowed. Multiple versions cause service sprawl. 

B. Service consumers should be allowed to migrate to new versions of SOA Services over time as part of regular
maintenance. 

C. Service consumers should be automatically migrated to new versions of SOA Services by using the mediation layer
to perform any necessary translations or transformations. 

D. At most two versions of an SOA Service are allowed in production, one current and one that\\'s deprecated. 

E. The architecture must support multiple, concurrent production versions of SOA Services. 

Correct Answer: BE 

Explanation: 

B (not C): Service consumers are able to migrate to a newer version of a SOA Service gracefully. Service 

consumers should migrate to a new version of a SOA Service as part of a normal maintenance process. 

The 

coordinated deployment of service consumers and service providers should not be necessary. 

Implications: 
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* 

A service migration strategy needs to be established. 

* 

The architecture must support graceful service migration. 

E(not A, not D):There may be multiple versions of a SOA Service in production concurrently. Invariably a SOA Service
will require modifications to support new consumers or to expand functionality. Supporting concurrent versions of a SOA
Service is essential for a sound service versioning approach. Implications: 

* 

A service versioning strategy needs to be established. 

* 

The architecture must support multiple, concurrent versions of a SOA Service. 

References: 

 

QUESTION 4

Identify the true statements in the following list. 

A. The core components of the ORA UI Logical view are grouped into the client tier and the server tier. 

B. The components of the ORA UI Logical view are model, view, and controller. 

C. The core components of the ORA UI Logical view are grouped into thedisplaytier and theresourcestier. 

D. In addition to the core components, the Logical view also includes security, communication protocols, and
development tools. 

Correct Answer: AD 

Explanation: 

The Logical View of the architecture describes the various layers in the architecture. Each layer 

encapsulates specific capabilities for the overall architecture. Upper layers in the architecture leverage the 

capabilities provided by the lower layers. 

The Client Tier is hosted on the display device. 

The Service Tier hosts the capabilities that satisfy the requirements of the end user. 
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QUESTION 5

Which of the following statements are true about perimeter security? 

A. Though it is often associated with network security, it also applies to physical security measures as fences and
locked doors. 

B. It is most effective when there is only one perimeter. For example, when inner perimetersare established, they reduce
the effectiveness of outer perimeters. 

C. The Demilitarized Zone (DMZ) is the most protected zone of the network, which should be reserved for only the most
sensitive data. 

D. Connections should not be permitted to span more than one perimeter or firewall. 

E. Perimeter security can be a component of a defense-in-depth strategy. 

F. Perimeter security is most effective for protection against insider threats. 

Correct Answer: ADE 

 

Explanation: 

A: Your inner perimeter consists of the doors, windows and walls of your building(s). Protecting your inner perimeter is
usually accomplished with locks, keys and alarm systems. 
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D: 

E: Defense in depth is a security strategy in which multiple, independent, and mutually reinforcing security controls are
leveraged to secure an IT environment. Defense in depth should be applied so that a combination of firewalls, intrusion
detection and prevention, user management, authentication, authorization, and encryption mechanisms are employed
across tiers and network zones. Defense in depth is compatible with perimeter security in that network perimeters (or
more generically, protection zones) can make up part of the defense in depth strategy. 

References: 
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