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QUESTION 1

You wish to restrict access to a JMS queue so that only specific accounts may receive messages from the queue.
Identify two steps that, when performed together, implement this security requirement. 

A. Create a policy for queue\\'s URL pattern. 

B. Add a policy to the queue and associate it with a role. 

C. Configure an identify assertion provider. 

D. Acquire the domain configuration lock. 

E. Create a global role and assign users to it. 

Correct Answer: BE 

B: 

Security policy for a JMS Queue (Resource Level). 

When you define a security policy for an individual destination on a JMS server, you can protect all operations of the
destination. 

a.

 Login into the Admin server console > Navigate to the Queue that needs to be secured. 

b.

 Click on the security tab > Policies sub tab. 

You can see a small drop down list, which lists the set of the operations that can be protected. 

c.

 Click Add Conditions to add the policy conditions. 

d.

 From the predicate list, specify the policy conditions. 

e.

 Specify the role (the global created in E below) which needs to have the access permissions for the JMS Queue. Click
Add > Finish. 

E: Create a Global Role and assign the appropriate user accounts to it. 

Note: There are two ways of securing the JMS resources. 

1.

 At the JMSModule level (Group level), where a single security policy is specified for a set of JMS resources. 
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2.

 At the individual JMS resource level, which provides much more grained controlled over the operations that you want to
secure. 

Reference: SECURING WEBLOGIC JMS RESOURCES 

 

QUESTION 2

Consider an IT infrastructure comprising several web and EJB applications. Each application is expected to handle
significantly different workloads, and therefore has different resource and scalability requirements. Which is the best
solution for this scenario? 

A. Configure a dedicated server for each application. 

B. Configure a separate cluster for each application. 

C. Configure a separate domain for each application. 

D. Configure a separate proxy for each application. 

Correct Answer: B 

A WebLogic domain can be composed of a number of WebLogic instances, and several of these servers may be
grouped into clusters. For instance, you could set up a cluster of WebLogic servers, all of which host your web
application and related resources. This cluster of servers could be fronted by a load balancer that distributes requests
evenly across all the members of the cluster. The load balancer could itself be another WebLogic instance. All server
instances must belong to the same WebLogic domain. Thus, a WebLogic cluster is a group of servers working together
with services, such as clustered JNDI, to provide support for failover and load balancing. A domain may in turn have a
number of WebLogic instances, several groups of which can be placed into different clusters. 

 

QUESTION 3

Indentify two valid elements that can belong in the weblogic-application.xml deployment descriptor. 

A.  

B.  

C.  

D.  

Correct Answer: BD 

B:  

Enclose all other elements within library-ref. 

A reference to a shared Java EE library. 

Note: A Java EE application can reference a registered shared Java EE library using entries in the application\\'s
weblogic-application.xml deployment descriptor. 
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Elements include: 

library-ref 

library-name 

D:  

Specifies the Work Manager that is associated with the application. 

Note: The weblogic-application.xml file is the BEA WebLogic Server-specific deployment descriptor extension for the
application.xml deployment descriptor from Sun Microsystems. This is where you configure features such as shared
Java EE libraries referenced in the application and EJB caching. 

The file is located in the META-INF subdirectory of the application archive. 

Reference: Developing Applications With WebLogic Server. weblogic-application.xml Deployment Descriptor Elements
Reference: Referencing Shared Java EE Libraries in an Enterprise Application 

 

QUESTION 4

Which four tasks can be accomplished in the administration console only after the configuration is locked? 

A. deploying an application 

B. changing console preferences 

C. creating a new JMS Server 

D. monitoring the health of a server 

E. enabling the Administrator Port 

F. creating a new Managed Server 

G. adding a new user to the default authentication provider 

Correct Answer: ACEF 

A: Steps to Deploy Application using Administration Console 

1.

 Start the Admin Server and Managed Server. 

2.

 Navigate to Administration console http://localhost:7001/console and login. 

3.

 Navigate to Domain Environment > Deployments. Lock the console. 

4.
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 Etc. 

E: To enable the administration port for your domain: 

1.

 If you have not already done so, in the Change Center of the Administration Console, click Lock and Edit 

2.

 Shutdown all Managed Servers in the domain. You cannot enable the administration port dynamically on a Managed
Server. 

3.

 Ensure that all servers in the domain are properly configured to use SSL. 

4.

 In the left pane of the Console, under Domain Structure, select the domain name. 

5.

 Select Configuration > General and select the Enable Administration Port check box to enable the SSL administration
port for this domain. 

6.

 In the Administration Port field, enter the SSL port number that server instances in the domain use as the administration
port. You can override an individual server instance\\'s administration port assignment on the Advanced options portion
of the Configuration: General page for the server instance. 

7.

 Click Save. 

8.

 To activate these changes, in the Change Center of the Administration Console, click Activate Changes. 

Note: If you want to use the Administration Console to make configuration changes, you must first click the Lock and
Edit button in the Change Center. When you click Lock and Edit, you obtain a lock on the editable hierarchy of
Configuration MBeans for all servers in the domain (the edit tree). As you make configuration changes using the
Administration Console, you click Save (or in some cases Finish) on the appropriate pages. This does not cause the
changes to take effect immediately; instead, when you click Save, you are saving the change to the edit tree and to the
DOMAIN_NAME/pending/config.xml file and related configuration files. The changes take effect when you click Activate
Changes in the Change Center. At that point, the configuration changes are distributed to each of the servers in the
domain. If the changes are acceptable to each of the servers, then they take effect. (Note, however, that some changes
require a server to be restarted.) If any server cannot accept a change, then all of the changes are rolled back from all of
the servers in the domain. The changes are left in a pending state; you can then either edit the pending changes to
resolve the problem or revert the pending changes. 

Incorrect answers: 

G: There is no need to lock the configuration when you add a user (to the default authentication provider). Note: To
create a new user in the embedded WebLogic LDAP server: 
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1.

 Log in to the Oracle WebLogic Server Administration Console 

2.

 In Oracle WebLogic Server Administration Console, select Security Realms from the left pane and click the realm you
are configuring. For example,myrealm. 

3.

 Select Users and Groups tab, then Users. Click New. etc. 

Reference: Administration Console Online Help, Use the Change Center 

 

QUESTION 5

View the Exhibit. 

You previously deployed an application but later decide to change various configuration parameters, such as timeouts.
You access the application\\'s Configuration 

tab in the console and make your configurations, as shown in the Exhibit. 

In which file does WebLogic record these modifications? 

A. config.xml 

B. weblogic.xml 

C. Application.xml 

D. Plan.xml 

Correct Answer: D 

The following attributes are displayed in the exhibit: 

Session Invalidation Interval (in seconds) 

Session Timeout (in seconds) 
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debug-enabled 

Maximum in-memory Sessions 

These attributes are stored in the weblogic.xml file as the following elements: 

invalidation-interval-sec 

timeout-secs 

debug-enabled 

max-in-memory-sessions 

Incorrect answers: 

A: config.xml does not contain session related information. 

The config.xml file consists of a series of XML elements. The Domain element is the top-level element, and all elements
in the Domain are children of the Domain 

element. The Domain element includes child elements, such as the Server, Cluster, and Application elements. These
child elements may have children 

themselves. 

For example, the Server element includes the child elements WebServer, SSL and Log. The Application element
includes the child elements EJBComponent and WebAppComponent. Each element has one or more configurable
attributes. An attribute has a corresponding attribute in the configuration API. For example, the Server element has a
ListenPort attribute, and likewise, the weblogic.management.configuration.ServerMBean class has a ListenPort
attribute. 

Reference: weblogic.xml Deployment Descriptor Elements 
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