
https://www.certbus.com/210-250.html
2023 Latest certbus 210-250 PDF and VCE dumps Download

 

 

 

210-250Q&As

Cisco Cybersecurity Fundamentals

Pass Cisco 210-250 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/210-250.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Cisco
Official Exam Center

 

 

Latest 210-250 Dumps | 210-250 PDF Dumps | 210-250 Exam Questions                                1 / 7

https://www.certbus.com/210-250.html
https://www.certbus.com/210-250.html
https://www.certbus.com/210-250.html


https://www.certbus.com/210-250.html
2023 Latest certbus 210-250 PDF and VCE dumps Download

QUESTION 1

How many bits can be used for host IPv6 addresses assignment in the 2345::/64 network? 

A. 48 

B. 64 

C. 16 

D. 264 

Correct Answer: B 

 

QUESTION 2

Which statement best describes the difference between security intelligence and typical firewall ACLs in preventing
malicious traffic? 

A. Security intelligence uses a dictionary list of keywords, which, if detected in the data payload, will trigger a security
event. 

B. Using intelligence feeds that provide IP addresses with known bad reputations, malicious activity is blocked before
any other policy-based inspection, analysis, or traffic handling is performed. 

C. ACLs provide a more granular ability to control known bad IP addresses that have a poor reputation. Security
intelligence feeds are broader in scope. 

D. Security intelligence feeds can be used to detect security issues in improperly configured ACLs. 

E. ACLs provide superior reflexive ACL entries, based on the known IP address that has a poor reputation, which will
automatically be installed in the inspection engine of NGFWs. 

Correct Answer: B 

 

QUESTION 3

A foreign government attacks your defense weapons contractor and stole intellectual property, that foreign government
is defined as what? 

A. Defense Weapons Contractor who stole intellectual property 

B. Foreign government who conduct attack 

C. Intellectual property got stolen 

D. Method used by foreign government to hack 

Correct Answer: B 
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QUESTION 4

Which of the following is a methodology used by attackers to find wireless access points wherever they may be? 

A. War driving 

B. Wireless LWAP scanning 

C. Wireless driving 

D. Wireless Aironet scanning 

Correct Answer: A 

 

QUESTION 5

Which one of the following methods allows you to verify entity authentication, data integrity, and authenticity of
communications, without encrypting the actual data? 

A. Both parties calculate an authenticated MD5 hash value of the data accompanying the message - one party uses the
private key, while the other party uses the public key. 

B. Both parties to the communication use the same secret key to produce a message authentication code to accompany
the message. 

C. Both parties calculate a CRC32 of the data before and after transmission of the message. 

D. Both parties obfuscate the data with XOR and a known key before and after transmission of the message. 

Correct Answer: B 

 

QUESTION 6

Which two of the following are UDP applications? (Choose two.) 

A. SMTP 

B. TFTP 

C. FTP 

D. SNMP 

Correct Answer: BD 

 

QUESTION 7

What is the primary reason to use a sandbox to analyze unknown suspicious files? 

A. to determine exactly what a file does before it is labeled malicious or benign 
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B. to block any suspected malware in real time before it can inflect the end user 

C. to provide evidence for post-incident forensics reports 

D. to run it in a production environment to see its effects 

Correct Answer: A 

 

QUESTION 8

Which type of encryption algorithm uses the different but related keys to encrypt and decrypt data? 

A. symmetric encryption algorithm 

B. Diffie-Hellman algorithm 

C. asymmetric encryption algorithm 

D. dodecaphonic algorithm 

Correct Answer: C 

 

QUESTION 9

Which description is an example of whaling? 

A. when attackers target a group of individuals 

B. when attackers use fraudulent websites that look like legitimate ones 

C. when attackers target specific individuals 

D. when attackers go after the CEO 

Correct Answer: D 

 

QUESTION 10

Which of the following is the best of an overlapping fragment attack? 

A. This attack works by setting the offset values in the IP header to match up, causing one fragment to overlap another. 

B. This attack works by setting the TCP values in the IP header to not match up, causing one fragment to overlap
another. 

C. This attack works by setting the UDP values in the IP header to match up, causing one fragment to overlap another. 

D. This attack works by setting the offset values in the IP header to not match up, causing one fragment to overlap
another 

Correct Answer: D 
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QUESTION 11

In the context of configuration management, which of the following best defines a security baseline configuration? 

A. A configuration that has been formally reviewed and approved 

B. The default configuration from the device vendor 

C. A configuration that can be changed without a formal approval 

D. The initial server configuration 

Correct Answer: A 

 

QUESTION 12

When using PKI which two of the following are true? (Choose two.) 

A. Currently, PKI digital identity certificates use the X.509 version 3 structure. 

B. Currently, the PKI architecture requires that the client devices stay in constant contact with the CA in order to trust a
certificate that is issued by the CA. 

C. A client device must trust the CA in order to validate another device certificate that is issued by the same CA. 

D. The CA does not sign the user or device certificate; it only signs its own root certificate 

Correct Answer: AC 

 

QUESTION 13

Which protocol is used on IPv6 to resolve a Layer 3 address to a Layer 2 address? 

A. ICMPv6 

B. DHCPv6 

C. ARPv6 

D. PNPv6 

Correct Answer: A 

 

QUESTION 14

Which of the following is true about NetFlow? 

A. NetFlow can be deployed to replace IPS devices. 
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B. NetFlow provides information about network session data. 

C. NetFlow provides user authentication information. 

D. NetFlow provides application information. 

Correct Answer: B 

 

QUESTION 15

Which protocol is expected to have a user agent, host, and referrer header in a packet capture? 

A. NTP 

B. HTTP 

C. DNS 

D. SSH 

Correct Answer: B 
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